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Abstract : Women'’s safety has become a critical concern in modern society due to the increasing number of
unsafe situations and incidents. Traditional safety measures such as panic buttons and emergency calls rely heavily
on manual intervention, which may not always be possible during emergencies. To address this issue, this project
proposes an Al Safety Layer for Women, an intelligent system designed to provide real-time monitoring and
proactive protection. The system utilizes Artificial Intelligence techniques such as facial emotion recognition and
speech analysis to continuously monitor the user’s condition. By analyzing facial expressions and voice patterns,
the system can detect signs of fear, stress, or distress. When an abnormal or dangerous situation is identified, the
system automatically triggers an alert mechanism without requiring user interaction. This includes sending
emergency notifications along with live location details to predefined contacts.

The proposed system aims to reduce response time, improve situational awareness, and enhance personal security.
It integrates technologies such as Python, OpenCV, and machine learning algorithms to ensure efficient and
accurate detection. This project demonstrates how Al can be effectively applied to develop a smart, reliable, and
user-friendly safety solution for women, contributing to a safer environment through technological innovation.

Keywords: Women Safety, Artificial Intelligence, Machine Learning, Facial Emotion Recognition, Speech
Analysis, Real-Time Monitoring, Threat Detection, Automatic Alert System, GPS Tracking, Emergency
Notification

1.Introduction
1.1 Convolutional Neural Network (CNN)

A Convolutional Neural Network (CNN) is a type of deep learning algorithm that is widely used for image
processing and computer vision tasks. It is especially effective in analyzing visual data such as images and videos.
CNNs are designed to automatically learn important features from input images, such as edges, shapes, and
patterns.

In this project, CNN is used for facial emotion recognition. The system captures facial images through a camera
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and processes them using the CNN model. The model is trained to identify different emotions such as fear, stress,
happiness, and neutral expressions based on facial features. CNN consists of multiple layers such as convolutional
layers, pooling layers, and fully connected layers. These layers work together to extract features and classify the
input image into different emotion categories. The use of CNN improves the accuracy and efficiency of emotion
detection, making it suitable for real-time safety applications.

In the proposed system, CNN is used for visual threat recognition, where it analyzes facial expressions and body
movements to detect emotions such as fear, stress, or abnormal behavior. Based on these features, the model helps
in identifying potential danger situations in real time.

CNN is highly effective because it reduces the need for manual feature extraction and provides high accuracy in
image-based prediction tasks, making it suitable for real-time safety applications.

Convolutional Neural Networks (CNN) are widely used in computer vision applications due to their ability to
process and analyze image and video data efficiently. They are used in face recognition systems for identifying
individuals and in emotion detection systems for understanding human expressions such as fear, stress, or
happiness.

1.2 Long Short-Term Memory (LSTM)

Long Short-Term Memory (LSTM) is a type of Recurrent Neural Network (RNN) used for processing sequential
data such as speech, audio signals, and time-series information. Unlike traditional neural networks, LSTM is
capable of remembering long-term dependencies, making it highly effective for analyzing patterns over time.

In this paper, LSTM is used for speech analysis to detect stress or panic in the user’s voice. The system captures
audio input through a microphone and processes it to extract features such as pitch, tone, and frequency. These
features are then fed into the LSTM model, which analyzes the sequence of audio signals to identify emotional
states.

1.3 Objectives of the Paper

The primary objective of this paper is to develop an intelligent Al-based system that enhances women’s safety
through automated and real-time monitoring. The system aims to accurately detect distress conditions by
analyzing facial expressions and identifying emotions such as fear, stress, and anxiety using advanced machine
learning techniques. It also focuses on analyzing speech patterns to recognize panic, abnormal tone, or voice
variations that indicate potential danger. Another important objective is to ensure continuous monitoring of the
user’s surroundings and condition without requiring manual intervention. The system is designed to automatically
identify abnormal situations and trigger an alert mechanism instantly.

2. LITERATURE SURVEY

In recent years, significant research has been carried out in the field of Artificial Intelligence for safety
applications, particularly focusing on emotion detection and surveillance systems. Many studies have explored
facial emotion recognition using machine learning and deep learning algorithms such as Convolutional Neural
Networks (CNNs). These systems can identify emotions like happiness, sadness, fear, and anger from facial
expressions.

The increasing concern for the safety of women in public places, therefore, demands intelligent safety solutions
that must be calculated rather than reactive. This work is intended to build an intelligent based system that will
provide real- time detection and prevention of threats. The proposed solution at present incorporates AI&ML,
Convolutional Neural Network (CNN) and Computer Vision (CV) technologies for analysis of video feeds,
identification of abnormal behaviours, and recognition of distress patterns. A notification system ensures
immediate alerts to law enforcement and nearby individuals, while Safe Space Identification provides users with
guidance to nearby safe locations based on their current position. The system is equipped with functions in multiple
languages to improve accessibility to a wide spectrum of potential users and hotspot identification functions
utilising historical data analysis to identify areas at high risk.[1]
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The safety of women in public and private spaces has become a pressing concern in today’s world. With the
growing need for better security, intelligent surveillance systems are becoming a vital solution. This paper
introduces a Smart Surveillance System designed to detect threats in real time. Using the power of Raspberry Pi
5 for edge computing, the system efficiently stores machine learning models and video recordings while
processing data quickly and effectively. The system is capable of real-time violence detection, weapon
identification, and behavioral profiling, distinguishing between genuine threats and regular activities. It also
analyzes facial expressions and behaviors using advanced computer vision and deep learning techniques. To
enable quick responses, the system sends alerts to relevant authorities through a chatbot-SafeWatch when
suspicious activity is detected. [2].

The study develops an Al-based real-time security system which monitors women's safety through modular
structure design. Al technology via deep learning and computer vision functions to locate population
characteristics beside detecting unordinary actions and harmful items. A modified VGG16 CNN trained with
VGGFace2 data sets both detects age groups and gender of subjects and detects dangerous objects by running a
customized YOLOvV8 model. The anomaly detection system merges three components which include rule-based
logic with Autoencoders and Isolation Forest to analyze atypical crowd behavior. Grad-CAM provides
understandable explanations for the visual models through its visualizations which increases transparency
levels. The dashboard implements its database features in PostgreSQL and Redis and provides staff with a
single monitoring interface through Flask. The Police Admin Portal serves incident tracking through GPS
and red zone mapping to provide proactive ethical public safety measures through its Flask-React.js
framework.[4]

In today's society, women's safety and empowerment are top priorities. Artificial intelligence (Al) integration
offers a revolutionary means of resolving these problems. This abstract examines a clever and empowering
strategy that makes use of Al technologies to improve the safety of women.Al-powered personal safety
applications dramatically improve individual security by providing real-time location monitoring, emergency
notifications, and connectivity with trusted contacts. The use of Al algorithms in predictive policing detects high-
risk regions and patterns of violence against women, allowing for tailored law enforcement responses. Al-enabled
safety chatbots and hotlines offer a secure environment for reporting occurrences and provide details on one's legal
rights and available assistance options. Platforms for reporting and crowdsourcing data enable women to
contribute to data-driven safety efforts, enabling more efficient responses. Initiatives for community interaction
powered by Al raise awareness and enable quick solutions to safety issues.[6]

Artificial intelligence (Al)-based emergency response systems have emerged as critical enablers of smart
infrastructure safety, offering enhanced real-time decision-making, risk assessment, and disaster mitigation
strategies across various domains. This systematic literature review, encompassing 424 eligible studies,
investigates the integration of machine learning (ML), deep learning (DL), computer vision, IoT-enabled
predictive analytics, and Al-powered robotics in optimizing emergency response mechanisms. The study
comprehensively examines Al applications in disaster management, real-time incident detection, healthcare
emergency response, industrial hazard prevention, cybersecurity frameworks, and intelligent traffic control,
providing a detailed assessment of technological advancements and challenges in Al adoption.

2.1 EXISTING SYSTEM

2.1.1 Description of Existing System

Currently, several safety mechanisms are available to help women during emergency situations. These systems
are mainly designed to provide assistance when the user manually initiates an action.

The most commonly used systems include:
Drawbacks

Despite their usefulness, existing systems have several limitations:
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. Manual Operation:

Most systems require the user to take action, which may not be possible in critical situations.
. No Real-Time Intelligence:

They do not analyze user behavior, emotions, or voice to detect danger automatically.
. Delayed Response:

Alerts are only sent after user input, causing delays during emergencies.

. Lack of Continuous Monitoring:

Systems do not track the user continuously for abnormal conditions.

. Limited Functionality:

Each system works independently without integrating multiple safety features.

. Dependence on User Awareness:

The effectiveness of the system depends on how quickly the user reacts.

These drawbacks clearly indicate the need for an Al-based automated system that can detect threats proactively
and respond instantly without relying on manual input.

2.2 PROPOSED SYSTEM

2.2.1 Overview of Proposed System

The proposed system, Al Safety Layer for Women, is an intelligent and automated safety solution designed to
overcome the limitations of existing systems. Unlike traditional methods that rely on manual input, this system
continuously monitors the user in real time using a camera and microphone.

The system uses Artificial Intelligence (Al) and Machine Learning (ML) techniques to analyze facial expressions
and voice patterns. It identifies emotions such as fear, stress, or panic and detects abnormal situations. Once a
potential threat is detected, the system automatically triggers an alert mechanism without requiring any user action.
It sends emergency notifications along with the user’s live location to predefined contacts, ensuring immediate
assistance.

2.2.2 Features of Proposed System
. Real-Time Monitoring:

The system continuously observes the user’s condition using a camera and microphone, enabling constant
tracking without interruption.

. Facial Emotion Detection:

It analyzes facial expressions to identify emotions such as fear, stress, and anxiety, helping in early detection of
distress situations.

. Speech Analysis:

The system evaluates voice patterns, tone, and pitch to detect signs of panic or abnormal behavior in the user’s
speech.

. Automatic Alert System:

When a potential threat is detected, the system automatically sends alerts without requiring any manual action
from the user.
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. GPS Location Tracking:

It shares the user’s real-time location with predefined emergency contacts to ensure quick assistance.
. User-Friendly Interface:

The system is designed with a simple and easy-to-use interface, making it accessible for all users.

. Integrated System:

Multiple safety features such as monitoring, detection, and alert mechanisms are combined into a single
platform, improving overall efficiency.

3. Method of Implementation

The system architecture defines the overall structure and interaction between different components of the Al Safety
Layer for Women system. It is designed in a modular way to ensure efficiency, scalability, and real-time
performance.

f 2. SYSTEM ARCHITECTURE 0

Al SAFETY LAYER FOR WOMEN

( )

USER LAYER INPUT LAYER PROCESSING LAYER (Al) OUTPUT LAYER
4| &y Preprocessing S — g
%\E] « Data Cleaning GPS Location
(' & + Feature Extraction Tracking
@ + Formatting Fatches Live Location A
+
Camera . Faci
b acial Emotion Recognition 4
' -> (Video Input) = @ AR, —> —> | Eean
S Location Shared.
| s, Normal, Happy Alert Generation
v Sends Alert with -
Speech Analysis Location to Contacts 9 »
"'l Illl’ » Detects Panic & Stress
User Starts Mi h from Voice
Safety Application s ‘ N——
(Audio Input) Decision Making
3 Emergency Contacts
{ ooty Notification Service Receive Alorts & Location
o Deternhice Thewnt Laved Push Notification / Email
\. 2
I I
1 |
! Store / Update Retriove & '
: User Data Send Logs ,'
I o o e e DATASABEINNL . .. o0 o o' = o 0 o oo e -
Stores Users, Contacts,
Logs & Alert History
)
@8 -8 - ¥ -
User Input (Camera & Mic) Al Processing Location Tracking Emergency Contacts
o (Emotion & Speech Analysis) & Alert Generation Get Notified W

Fig : 3.4 System Architecture
Main Components:
Input Module
Captures real-time data using camera (video) and microphone (audio) Preprocessing Module

Cleans and prepares input data for analysis Converts images and audio into suitable formats Facial Emotion
Detection Module

Detects facial features

Identifies emotions such as fear, stress, or anxiety Speech Analysis Module
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Analyzes voice signals

Detects panic or abnormal speech patterns Al Decision Module

Combines results from emotion and speech analysis Determines whether the situation is normal or dangerous

Location Tracking module

Retrieves real-time GPS location of the user Alert System Module
Sends emergency alerts with location details Database module
Stores user data, contacts, and system logs

3.1 Data Flow Diagram (DFD)

The Data Flow Diagram represents how data moves through the system.

. Level 0 (Basic Flow):
User Input — Al Processing — Threat Detection — Alert Generation

° Level 1 (Detailed Flow):

Camera Input — Emotion Detection Microphone Input — Speech Analysis Both outputs — Al Decision
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Fig : 3.1 Data Flow Diagrams(DFD)

This flow ensures that the system processes data efficiently and generates alerts in real time.

3.1.1

Algorithm / Working Logic

The system follows a structured algorithm to detect and respond to danger situations:

Start the system

Step-by-Step Algorithm:

Capture video input from camera Capture audio input from microphone Preprocess the input data

Detect facial emotions using AI model Analyze speech patterns for stress detection Combine results in decision
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module

If abnormal condition detected:

Fetch GPS location

Send alert to emergency contacts Else:
Continue monitoring

Repeat process continuously

This implementation ensures that the system operates in real-time, providing accurate detection and instant

response, making it highly effective for women’s safety.
4. Results

Input Screens

The input screens allow the user to interact with the system.

1. User Registration Screen

‘ Al Safety Layer for Women

Full Name
Phone Number

Email ID

Al SAFETY LAYER i

Your Safety, Our Priority

Emergency Contact

FOR WOMEN Confirm Password

Enter emergency contact number

REGISTER

@

CLEAR

Fig : 4.1 User Registration Screen

2. Login Screen

‘ Al Safety Layer for Women

Welcome Back!

Login to continue
Phone Number
& | Enter phone numbe
Password
@ Enter password ®

Forgot Password?

New user? Register here

Fig: 4.2 Login Screen
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3. Camera Input Screen

‘ Al Safety Layer for Women

Status

Capturing...

©

Camera ON

Fig: 4.3 Camera Input Screen

4. Audio Input Screen

@ Al safety Layer for Women

Listening...

}“ﬁ‘.!ll'ti N'\,!!]I’!szlliil'{“He!}ll{r“u-unm-

Y

Microphone ON

STOP RECORDING

Fig: 4.4 Audio Input Screen

The input screens of the Al Safety Layer for Women system are designed to collect user information and capture
real-time data required for analysis. These screens provide a simple and user-friendly interface, ensuring easy
interaction with the system.

The User Registration Screen allows new users to enter their basic details such as name, phone number, email ID,
password, and emergency contact information. This data is stored securely in the database and is used for sending
alerts during emergency situations.

The Login Screen enables registered users to access the system by entering their credentials. This ensures secure
access and prevents unauthorized usage of the application. The Camera Input Screen is responsible for capturing
real-time video data. It activates the device camera and continuously monitors the user’s facial expressions. This
data is used by the system for facial emotion detection using Al models.

The Audio Input Screen captures voice input through the microphone. It records audio signals and processes them
for speech analysis. This helps in identifying stress, panic, or abnormal voice patterns. Additionally, the system
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may include controls such as start/stop monitoring buttons, which allow users to manage the monitoring process.

All input screens are designed to ensure smooth data collection and efficient functioning of the system.

Output Screens

The output screens display system results and alerts.

1. Real-time Monitoring (Normal State)

& A1 safety Layer for Women

@ LIVE

SAFE

No threat detected

18.52(;4' N, 73.8567° E
STOP MONITORING
Fig: 4.5 Real-time Monitoring

2. Emotion Detection Result

‘ Al Safety Layer for Women

EMOTION ANALYSIS

Facial Emotion (CNN)
Calm Overall
< Result
Confidence: 87'%

Speech Emotion (LSTMm)
Overall Status
Normal

g) Confidence: 82% SAFE

No immediate action required

CONTINUE MONITORING

Fig : 4.6 Emotion Detection Result

3. Threat Detected Alert

Al Safety Layer for Women

THREAT DETECTED!

Abnormal emotions detected.
Immediate attention required.

Risk Level

Detected At
24 May 2024 02:35:45 PM

TRIGGER ALERT

Fig : 4.7 Threat Detected Alert
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CONCLUSION

The Al Safety Layer for Women project presents an innovative approach to enhancing personal safety using
Artificial Intelligence. The system successfully integrates facial emotion detection, speech analysis, and real-time
alert mechanisms to provide proactive protection. By automating the detection of danger situations, the system
reduces dependency on manual actions and ensures faster emergency response. It is efficient, user-friendly, and
capable of operating in real-time environments.

The proposed system provides an intelligent and automated approach for real-time threat detection and emergency
response. By using deep learning techniques, it effectively analyzes audio and visual inputs to identify unsafe
situations.The system improves safety by enabling continuous monitoring, faster response, and hands-free
operation without requiring user intervention. It performs efficiently in detecting threats and generating immediate
alerts.Some limitations may exist due to environmental factors such as noise or lighting conditions, which can
affect accuracy. These can be improved in future enhancements.
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