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Abstract 

This paper introduces a graph-theoretic cryptographic framework derived from structural and spectral 

properties of simple connected graphs. Unlike conventional graph-based encryption techniques that depend on 

labeling or coloring mechanisms, the proposed approach utilizes adjacency matrices and their associated spectral 

invariants to construct encryption transformations. A parametric graph family is employed to generate 

transformation matrices whose invertibility governs deterministic decryption. The encryption process is realized 

through modular matrix-vector multiplication, while security strength is analysed using spectral radius, 

determinant conditions, and combinatorial growth of graph structures. The model is entirely algebraic in nature 

and does not rely on classical symmetric encryption standards. Theoretical results concerning invertibility, 

structural uniqueness, computational complexity, and key space expansion are established. The framework 

provides a mathematically rigorous alternative for graph-based cryptographic design. 

Keywords: Spectral Graph Theory, Adjacency Matrix, Graph Invariants, Matrix-Based Encryption, Graph 
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1. INTRODUCTION 
Graph theory provides a fundamental mathematical framework for modelling structural relations in discrete 

systems. The study of adjacency matrices and their algebraic properties plays a central role in understanding graph-

based transformations [1,2]. In particular, algebraic graph theory establishes a direct connection between structural 

configurations and matrix representations, enabling systematic analytical treatment [3]. 

Matrix transformations over finite algebraic structures have long been used in linear cryptographic 

constructions. Classical linear systems such as the Hill cipher rely on invertible matrices defined over residue class 

rings, where invertibility is governed by determinant conditions [4]. The algebraic structure of finite rings and fields 

provides the theoretical basis for such constructions [5]. Modern cryptographic theory emphasizes structural diffusion 

and linear mixing properties as fundamental requirements for secure transformation design [6]. 

The interaction between graph structures and cryptographic mechanisms has attracted increasing attention in 

recent years. Graph-based constructions have been investigated for designing encryption schemes, key generation 

mechanisms, and structural obfuscation methods [7,8]. In such approaches, adjacency relations naturally induce 

matrix representations whose algebraic properties influence the behavior of the resulting transformation. 

A crucial requirement in linear encryption systems defined over finite rings is the invertibility of the 

transformation matrix. For matrices over residue class rings, invertibility is characterized by the unit property of the 

determinant [4,5]. Moreover, structural variations in matrix design directly affect determinant behavior, rank 

properties, and diffusion characteristics [3,6]. 

Motivated by these connections, this work introduces a parameter-controlled family of graphs constructed 

through systematic modification of a base path graph. The associated transformation matrix is obtained by 

augmenting the adjacency matrix with the identity matrix, ensuring controlled diagonal dominance while preserving 

structural interpretability. The algebraic properties of the resulting matrices are analyzed with respect to invertibility, 

structural distinctness, rank behavior, determinant parity, and diffusion characteristics. 

The objective of this study is to establish a transparent and mathematically grounded framework linking graph 

structure to linear transformation design over ℤ256, without relying on heuristic or ad hoc constructions. 
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2. DEFINITIONS AND FUNDAMENTAL CONCEPTS 
In matrix theory, a square matrix can be represented by its characteristic polynomial whose roots determine 

its eigenvalues. These eigenvalues reflect intrinsic algebraic properties of the matrix. When a graph is represented in 

matrix form, such algebraic quantities describe structural characteristics of the graph. In particular, the adjacency 

matrix of a graph encodes vertex connectivity information in binary form, making it suitable for algebraic 

manipulation and transformation. Let 𝐺 = (𝑉, 𝐸) be a simple, finite, connected graph with ∣ 𝑉 ∣= 𝑛  vertices and 

          ∣ 𝐸 ∣= 𝑚 edges. 

Definition 2.1 (Adjacency Matrix): The adjacency matrix of 𝐺, denoted by 𝐴(𝐺) = [𝑎𝑖𝑗]𝑛×𝑛, is defined as  

𝑎𝑖𝑗 = {
1 ,    𝑖𝑓 𝑣𝑖 𝑖𝑠 𝑎𝑑𝑗𝑎𝑐𝑒𝑛𝑡 𝑡𝑜 𝑣𝑗,

0 ,                          𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 
 

The matrix A(G)  is symmetric for undirected graphs and contains zeros along the principal diagonal when the  

graph has no loops. 

Definition 2.2 (Characteristic Polynomial): The characteristic polynomial of 𝐺 is defined  

as  𝜙_𝐺 (𝜆)   = 𝑑𝑒𝑡(𝜆𝐼 − 𝐴(𝐺)), 
where I denotes the identity matrix of order n . The roots of 𝜙𝐺(𝜆)are called the eigenvalues of 𝐺. 

Definition 2.3 (Spectrum of a Graph):  The multiset of eigenvalues 𝑆𝑝𝑒𝑐(𝐺) = {𝜆_1 , 𝜆_2 , … , 𝜆_𝑛 } is called       

the spectrum of the graph 𝐺. Since eigenvalues depend only on the structure of G, they remain invariant under  

vertex relabeling. 

Definition 2.4 (Spectral Radius):  The spectral radius of 𝐺 is defined as 

𝜌(𝐺) = max 
1≤𝑖≤𝑛

∣ 𝜆𝑖 ∣.   It measures the maximum growth factor associated with the adjacency transformation. 

Definition 2.5 (Transformation Matrix): For a connected graph 𝐺, we define the transformation matrix 

                                                                        𝑇(𝐺) = 𝐴(𝐺) + 𝐼.                   
The addition of the identity matrix ensures that the principal diagonal entries become unity, which plays an  

important role in invertibility conditions. 

Definition 2.6 (Invertibility Condition): The matrix 𝑇(𝐺)is invertible over the ring ℤ𝑘 if and only if 

gcd(𝑑𝑒𝑡(𝑇(𝐺)) , 𝑘) = 1. In this work, we consider 𝑘 = 256, corresponding to byte-level encoding. 

Definition 2.7 (Plaintext Vector Representation):  A plaintext message of length nis converted into a vector 

𝑀 = (𝑚_1, 𝑚_2, … , 𝑚_𝑛 ) 

where each 𝑚𝑖 ∈ 𝑍256  represents the ASCII value of the corresponding character. 

Definition 2.8 (Ciphertext Vector): The ciphertext vector is obtained as 

𝐶 = 𝑇(𝐺) ⋅ 𝑀(𝑚𝑜𝑑256). Decryption is performed using 𝑀 = 𝑇(𝐺)−1 ⋅ 𝐶(𝑚𝑜𝑑256). 

3. PROPOSED GRAPH CONSTRUCTION 
In this section, we introduce a parametric connected graph construction which forms the structural basis of the 

proposed cryptographic framework. The objective of this construction is to generate adjacency matrices possessing 

non-trivial spectral characteristics and guaranteed structural variability.                                                                                                                                   

 Let 𝑛 ≥ 3 be a positive integer. Consider the path graph 𝑃𝑛 with vertex set 

𝑉(𝑃𝑛) = {𝑣1, 𝑣2, … , 𝑣𝑛} 

and edge set  𝐸(𝑃𝑛) = { 𝑣𝑖𝑣𝑖+1 ∣∣ 1 ≤ 𝑖 ≤ 𝑛 − 1 }. The path graph provides a simple connected base structure 

whose adjacency matrix is tridiagonal and symmetric. To introduce structural complexity while preserving 

connectivity, we define an augmented graph as follows. 
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Definition 3.1 (Parametric Augmented Graph 𝑮𝒏(𝒌)) : Let 𝑘 be a non-negative integer such that 0 ≤ 𝑘 ≤

⌊
𝑛−2

2
⌋ . 

The graph 𝐺𝑛(𝑘) is obtained from 𝑃𝑛 by adding 𝑘 additional edges of the form 

𝑣𝑖𝑣𝑛−𝑖+1, 2 ≤ 𝑖 ≤ 𝑘 + 1, provided these edges are not already present in 𝑃𝑛. 

Thus, 

𝑉(𝐺𝑛(𝑘)) = 𝑉(𝑃𝑛), 

𝐸(𝐺𝑛(𝑘)) = 𝐸(𝑃𝑛) ∪ { 𝑣𝑖𝑣𝑛−𝑖+1 ∣∣ 2 ≤ 𝑖 ≤ 𝑘 + 1 }. 
Structural Properties: 

1. Order and Size 

|𝑉(𝐺𝑛(𝑘))| = 𝑛, 

|𝐸(𝐺𝑛(𝑘))| = (𝑛 − 1) + 𝑘. 

2. Connectedness 

Since 𝑃𝑛 is connected and additional edges do not remove connectivity, 𝐺𝑛(𝑘) is connected for all admissible 

𝑘. 

3. Non-Regularity 

For 0 < 𝑘 < ⌊
𝑛

2
⌋, the degree sequence of 𝐺𝑛(𝑘) is non-constant, ensuring non-regularity. 

4. Adjacency Matrix Structure 

The adjacency matrix 𝐴(𝐺𝑛(𝑘))is symmetric of order 𝑛and consists of: 

• Ones on the first sub- and super-diagonal (from 𝑃𝑛), 

• Additional symmetric entries corresponding to the added edges. 

Thus, 𝐴(𝐺𝑛(𝑘)) can be viewed as a tridiagonal matrix with controlled off-diagonal perturbations. 

The parametric family 𝐺𝑛(𝑘)  thus provides a structured yet flexible class of connected graphs whose 

adjacency matrices exhibit controllable structural variation. The parameter 𝑘regulates edge density and consequently 

influences algebraic characteristics of the corresponding matrix. This controlled variability plays a central role in the 

development of the transformation mechanism described in the subsequent section. 

4. SPECTRAL KEY GENERATION AND TRANSFORMATION MODEL 
In this section, the structural graph family introduced earlier is utilized to construct the encryption mechanism. 

The proposed model derives its transformation matrix directly from the adjacency structure of the graph and 

incorporates spectral parameters for key formation. 

Let 𝐺𝑛(𝑘)  be a graph from the parametric family defined in Section 3,  and let 𝐴 = 𝐴(𝐺𝑛(𝑘))                             

denote its adjacency matrix of order 𝑛. 

4.1 Spectral Key Generation 

Let 𝜆1, 𝜆2, … , 𝜆𝑛  be the eigenvalues of 𝐴. Since the eigenvalues depend only on the structure of the graph, 

they provide intrinsic algebraic parameters associated with 𝐺𝑛(𝑘). 

We define the spectral key vector as 

𝐾(𝐺𝑛(𝑘)) = (⌊∣ 𝜆1 ∣⌋ , ⌊∣ 𝜆2 ∣⌋, … , ⌊∣ 𝜆𝑛 ∣⌋ ) . 
This vector serves as a structural signature of the graph and determines the encryption configuration. The 

dependence on eigenvalues ensures that the key is generated from global structural properties rather than vertex 

labeling. 

4.2 Transformation Matrix Construction:  

For encryption, we define the transformation matrix 𝑇 = 𝐴 + 𝐼, where 𝐼 denotes the identity matrix of order 

𝑛. 

The addition of the identity matrix guarantees: 

1. Non-zero diagonal entries, 

2. Improved stability under modular arithmetic, 
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3. Enhanced likelihood of invertibility. 

Thus, 𝑇 is an 𝑛 × 𝑛 symmetric matrix with integer entries. 

4.3 Encryption Process: 

Let a plaintext message of length 𝑛be represented as 

𝑀 = (𝑚1, 𝑚2, … , 𝑚𝑛), where each 𝑚𝑖 ∈ ℤ256 corresponds to the ASCII value of a character. 

The ciphertext vector is obtained by 𝐶 = 𝑇 ⋅ 𝑀(mod256). This operation performs a linear transformation of 

the plaintext vector under modular arithmetic. The structural interactions encoded in 𝑇ensure that each ciphertext 

component depends on multiple plaintext components, thereby providing diffusion. 

4.4 Decryption Process: 

If gcd(𝑑𝑒𝑡(𝑇) , 256) = 1,  then 𝑇  is invertible over ℤ256 . The original plaintext is recovered by 𝑀 = 𝑇−1 ⋅
𝐶(mod256).  Thus, encryption and decryption are governed by algebraic properties of the adjacency-derived 

transformation matrix. 

 
 

Figure 1. Structure of Results 

 

5. MAIN RESULTS 

 
Theorem 5.1 (Necessary and Sufficient Condition for Decryption Feasibility) 

Let 𝐺𝑛(𝑘)  be a connected graph from the family defined in Section 3, and let  𝑇 = 𝐴(𝐺𝑛(𝑘)) + 𝐼  be the 

associated transformation matrix of order 𝑛. Then the decryption mapping 𝑀 = 𝑇−1𝐶(mod256) is well-defined if 

and only if gcd(𝑑𝑒𝑡(𝑇) , 256) = 1. 

Proof 

The encryption and decryption operations are performed in the ring ℤ256, where 256 = 28. A square matrix 

over a finite commutative ring with unity is invertible if and only if its determinant is a unit in that ring. Consequently, 

the matrix 𝑇 is invertible over ℤ256 precisely when det (𝑇)is invertible modulo 256. 

An element 𝑑 ∈ ℤ256  is a unit if and only if it is relatively prime to 256 . Since 256  is a power of 2 , this 

condition is equivalent to requiring that 𝑑 is not divisible by 2. Thus, det(𝑇) is invertible modulo 256 if and only if 

gcd(𝑑𝑒𝑡(𝑇) , 256) = 1. 
If this condition holds, there exists a matrix 𝑇−1 satisfying 

𝑇−1𝑇 ≡ 𝐼(mod256), 
and therefore, for any ciphertext vector 𝐶, the plaintext is uniquely recovered by 

𝑀 = 𝑇−1𝐶(mod256). 
Conversely, if gcd(𝑑𝑒𝑡(𝑇) , 256) ≠ 1, then det(𝑇) is divisible by 2, and hence it is not a unit in ℤ256. In this 

case, 𝑇 does not admit a modular inverse, and unique decryption is not possible. 

Hence, the stated condition is both necessary and sufficient for the existence of the decryption transformation. 
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Theorem 5.2 (Structural Distinctness and Key Variation) 

Let 𝐺𝑛(𝑘1)  and 𝐺𝑛(𝑘2)  be two graphs from the proposed parametric family with 𝑘1 ≠ 𝑘2 . 

Let 𝑇1 = 𝐴(𝐺𝑛(𝑘1)) + 𝐼 and  𝑇2 = 𝐴(𝐺𝑛(𝑘2)) + 𝐼 be their corresponding transformation matrices. Then  𝑇1 ≠ 𝑇2. 

Consequently, the associated encryption transformations are structurally distinct. 

Proof 

By construction, the graph 𝐺𝑛(𝑘)  is obtained from the base path graph 𝑃𝑛  by adding exactly 𝑘  additional 

symmetric edges of the form 

𝑣𝑖𝑣𝑛−𝑖+1. 
If 𝑘1 ≠ 𝑘2, then the edge sets of 𝐺𝑛(𝑘1) and 𝐺𝑛(𝑘2) differ in cardinality. Hence, 

𝐸(𝐺𝑛(𝑘1)) ≠ 𝐸(𝐺𝑛(𝑘2)). 
Since the adjacency matrix of a graph is uniquely determined by its edge set, it follows that 

𝐴(𝐺𝑛(𝑘1)) ≠ 𝐴(𝐺𝑛(𝑘2)). 
Adding the identity matrix to both sides preserves inequality, therefore 

𝑇1 = 𝐴(𝐺𝑛(𝑘1)) + 𝐼 ≠ 𝐴(𝐺𝑛(𝑘2)) + 𝐼 = 𝑇2 . 

Thus, distinct parameter values 𝑘generate distinct transformation matrices. 

Because the encryption process is defined by 

𝐶 = 𝑇𝑀(mod256), 
different transformation matrices produce different linear mappings over ℤ256 .  Hence, the encryption 

behaviour varies with the structural parameter 𝑘. 

Theorem 5.3 (Row Influence and Diffusion Property) 

Let 𝐺𝑛(𝑘)be the proposed graph and 𝑇 = 𝐴(𝐺𝑛(𝑘)) + 𝐼 be its associated transformation matrix over ℤ256. 

Then each ciphertext component 𝐶𝑖depends on at least two plaintext components. Moreover, if 𝑘 ≥ 1, there exists at 

least one row of 𝑇 having three non-zero entries, ensuring enhanced diffusion. 

Proof 

The adjacency matrix 𝐴(𝐺𝑛(𝑘))  is constructed from the base path graph 𝑃𝑛  together with 𝑘  additional 

symmetric edges. In a path graph 𝑃𝑛, every internal vertex has degree 2 and each end vertex has degree 1. Hence, in 

𝐴(𝑃𝑛), each internal row contains exactly two non-zero entries corresponding to adjacent vertices. 

Since 

𝑇 = 𝐴(𝐺𝑛(𝑘)) + 𝐼, 

each row of 𝑇contains at least one additional non-zero entry arising from the identity matrix. Therefore, every 

row of 𝑇has at least two non-zero entries. 

Now consider the case 𝑘 ≥ 1 . 

By construction, the addition of symmetric edges introduces at least one extra adjacency relation beyond the path 

structure. Consequently, for at least one vertex 𝑣𝑖, the corresponding row of 𝐴(𝐺𝑛(𝑘)) contains an additional non-

zero entry beyond those in 𝐴(𝑃𝑛). 

After adding the identity matrix, that row of 𝑇  contains at least three non-zero entries. The encryption 

transformation is given by 

𝐶 = 𝑇𝑀(mod256) . 
Thus, each ciphertext component 

𝐶𝑖 = ∑ 𝑡𝑖𝑗

𝑛

𝑗=1

𝑚𝑗(mod256) 

depends on multiple plaintext components 𝑚𝑗corresponding to non-zero entries in row 𝑖. 

Hence, the structural design of 𝐺𝑛(𝑘)  guarantees a diffusion effect in the resulting cryptographic 

transformation. 

Theorem 5.4 (Full Rank and Non-Trivial Linear Action) 

Let 𝐺𝑛(𝑘) be the proposed graph and 𝑇 = 𝐴(𝐺𝑛(𝑘)) + 𝐼 be the associated transformation matrix over ℤ256. 

If gcd(𝑑𝑒𝑡(𝑇) , 256) = 1, then 

1. rank(𝑇) = 𝑛, and 
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2. 𝑇 is not a permutation matrix for 𝑛 ≥ 3. 

Consequently, the encryption mapping 𝐶 = 𝑇𝑀(mod256) is a non-trivial bijective linear transformation. 

Proof 

From Theorem 5.1, the condition 

gcd(𝑑𝑒𝑡(𝑇) , 256) = 1 

ensures that det(𝑇) is a unit in ℤ256. Hence, 𝑇 is invertible over ℤ256. 

In any commutative ring with unity, an invertible square matrix necessarily has full rank. Therefore, 

rank(𝑇) = 𝑛. 
Now we show that 𝑇 is not a permutation matrix when 𝑛 ≥ 3. 

By construction, 𝐴(𝐺𝑛(𝑘)) contains entries corresponding to adjacency relations of the path graph together 

with additional symmetric edges. For 𝑛 ≥ 3, at least one vertex has degree at least 2. After adding the identity matrix, 

the corresponding row of 𝑇contains at least two non-zero entries. 

However, a permutation matrix contains exactly one non-zero entry in each row and each column. Since at 

least one row of 𝑇contains more than one non-zero entry, 𝑇cannot be a permutation matrix. 

Thus, although 𝑇 is bijective (because it is invertible), it does not merely permute coordinates. Instead, each 

ciphertext component is obtained as a genuine linear combination of multiple plaintext components. 

Hence, the induced encryption mapping is a non-trivial bijective linear transformation over ℤ256
𝑛 . 

Theorem 5.5 (Parity Structure of the Determinant) 

Let 𝐺𝑛(𝑘) be the proposed graph and 𝑇 = 𝐴(𝐺𝑛(𝑘)) + 𝐼 be the associated transformation matrix over ℤ256. 

Then the determinant of 𝑇 is always an integer, and its parity depends on the structural parameter 𝑘. In particular, 

𝑇 is invertible over ℤ256 if and only if det(𝑇) is odd. 

Proof 

Since 𝐴(𝐺𝑛(𝑘)) is a symmetric 𝑛 × 𝑛 matrix with entries in {0, 1} , the matrix 

𝑇 = 𝐴(𝐺𝑛(𝑘)) + 𝐼 

is also an integer matrix whose entries belong to {0, 1} . 
Hence, its determinant is an integer-valued polynomial in the entries of 𝑇. Therefore, 

det(𝑇) ∈ ℤ. 
Now consider the determinant modulo 2. Over the ring ℤ2, the matrix 𝑇 reduces to 

𝑇̃ = 𝑇(mod2). 
Since the entries of 𝑇 are 0 or 1, this reduction does not alter the matrix structure. 

Observe that the invertibility of 𝑇  over ℤ256  requires that det(𝑇)  be a unit in ℤ256 . 

The units of ℤ256are precisely the odd integers modulo 256. 

Hence, 

𝑇 is invertible    ⟺    gcd(𝑑𝑒𝑡(𝑇) , 256) = 1   ⟺    det(𝑇)  is odd. 
Therefore, the parity of the determinant completely governs invertibility over ℤ256. 

Since the structure of 𝐺𝑛(𝑘) changes with 𝑘, the parity of det(𝑇) may vary accordingly, producing structurally 

distinct invertible and non-invertible cases within the same graph family. 

Theorem 5.6 (Key Space Growth of the Proposed Construction) 

Let 𝐺𝑛(𝑘)  be the proposed graph family where 0 ≤ 𝑘 ≤ ⌊
𝑛

2
⌋ , and let 𝑇𝑘 = 𝐴(𝐺𝑛(𝑘)) + 𝐼  be the associated 

transformation matrix over ℤ256. Then the number of structurally distinct transformation matrices generated by the 

family grows linearly with respect to 𝑛 . 

Moreover, the number of admissible encryption keys (invertible matrices) is equal to the number of parameters 𝑘 for 

which det(𝑇𝑘) is odd. 

Proof 

By construction, the graph 𝐺𝑛(𝑘)  is obtained by adding exactly 𝑘  symmetric edges to the base path graph 𝑃𝑛 . 

The number of possible symmetric edge pairs of the form 

𝑣𝑖𝑣𝑛−𝑖+1 

is 
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⌊
𝑛

2
⌋.  

Hence the parameter 𝑘 may assume 

⌊
𝑛

2
⌋ + 1 

distinct values, including 𝑘 = 0. 

From Theorem 5.2, distinct values of 𝑘 generate distinct adjacency matrices and therefore distinct  

transformation matrices 𝑇𝑘. 

Thus, the total number of structurally distinct matrices generated by this family is 

⌊
𝑛

2
⌋ + 1, 

which grows linearly in 𝑛. 

Now, from Theorem 5.1 and Theorem 5.5, a matrix 𝑇𝑘 is invertible over ℤ256 if and only if 

det(𝑇𝑘)  is odd. 
Therefore, the admissible key space consists precisely of those parameters 𝑘 for which this parity condition 

holds. 

Hence, the construction provides a parameter-controlled family of candidate keys whose size increases with 

the dimension of the graph, while invertibility is governed by a simple algebraic criterion. 

 

6. ILLUSTRATIVE EXAMPLE 

 
Consider the proposed graph family for 𝑛 = 4. 

Example 6.1:  Let 𝐺4(0) denote the base path graph 𝑃4. The adjacency matrix of 𝐺4(0) is 

 
Figure 2. Path graph 𝑷𝟒 

 

𝐴(𝐺4(0)) = (

0 1 0 0
1 0 1 0
0 1 0 1
0 0 1 0

). 

The associated transformation matrix is 

𝑇0 = 𝐴(𝐺4(0)) + 𝐼 = (

1 1 0 0
1 1 1 0
0 1 1 1
0 0 1 1

). 

A direct computation yields 

det(𝑇0) = −1. 
Since det(𝑇0)is odd, it follows that 

gcd(𝑑𝑒𝑡(𝑇0) , 256) = 1, 
and therefore 𝑇0is invertible over ℤ256. 

Example 6.2:  Consider 𝐺4(1), obtained by adding the symmetric edge 𝑣1𝑣4 to 𝑃4. The adjacency matrix  

becomes 

 
Figure 3. Graph 𝑷𝟒 by adding the symmetric edge 𝒗𝟏𝒗𝟒 to 𝑷𝟒 
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𝐴(𝐺4(1)) = (

0 1 0 1
1 0 1 0
0 1 0 1
1 0 1 0

). 

The corresponding transformation matrix is 

𝑇1 = 𝐴(𝐺4(1)) + 𝐼 = (

1 1 0 1
1 1 1 0
0 1 1 1
1 0 1 1

). 

Computing the determinant, we obtain 

det (𝑇1) = −3. 
Since det (𝑇1)is odd, we have 

gcd(𝑑𝑒𝑡(𝑇1) , 256) = 1, 
and hence 𝑇1is also invertible over ℤ256. 

Encryption 

Let 

𝑀 = (

5
10
15
20

). 

Using the encryption rule 

𝐶 = 𝑇1𝑀(mod256), 
we obtain 

𝐶 = (

35
30
45
40

). 

This computation confirms that the ciphertext components are obtained as linear combinations of multiple plaintext 

components, in accordance with the diffusion property established earlier. 

7.  CONCLUSION 
In this work, a structured graph-based framework has been developed to generate transformation matrices over 

ℤ256  for linear encryption purposes. The proposed family 𝐺𝑛(𝑘)  provides a parameter-controlled mechanism to 

construct distinct matrices through systematic structural modification of a base path graph. 

A complete algebraic characterization of invertibility was established, showing that the transformation matrix is 

admissible precisely when its determinant is odd. The study further confirmed structural distinctness, full-rank 

behavior, and non-permutation nature of the resulting transformations. The diffusion property follows directly from 

the graph structure, ensuring that ciphertext components depend on multiple plaintext entries. 

The results demonstrate that the proposed construction offers a mathematically transparent and structurally controlled 

approach to generating invertible linear transformations within a finite ring setting. 
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